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Overview

US FDA Part 11 in Title 21 of the Code of Federal Regulations (CFR), and its EU
analog, Eudralex Chapter 4, Annex 11, describe the requirements for electronic
records and electronic signatures for regulated 21 CFR Part 11 pharmaceutical
organizations. Released in 1997, 21 CFR Part 11 has been enforced since 1999.
The intent of these guidelines is to ensure that all appropriate electronic records
are attributable, legible, contemporaneous, original, accurate, and maintained
with integrity.

This white paper is a resource for users of Agilent ICP Expert 21 CFR Part 11
software (Version 7.X and later) that couples ICP Expert software with Spectroscopy
Configuration Manager (SCM) and the Spectroscopy Database Administrator (SDA).

It is the responsibility of the user and their organization to ensure that the
functionalities provided by this software package are used appropriately to achieve
compliant operation for laboratory data acquisition and processing. In addition to
the technical controls provided by the software, the user organization must establish
procedural controls—standard operating procedures (SOPs)—to address relevant
non-technical requirements. For example, controls such as internal audit programs
must also be established to ensure that system operators follow the SOPs.

Appendix 1 provides a detailed description of how ICP Expert 21 CFR Part 11
software supports users and their organizations in achieving the requirements

of each section of 21 CFR Part 11 and the related sections of EU Annex 11. The
descriptions assume that system access, including instrument hardware and
software, is controlled by the staff responsible for the electronic records contained
on the system. Thus, the system is designed as a “closed system” as defined in

21 CFR Part 11.3(b)(4).



21 CFR Part 11

21 CFR Part 11 covers three specific elements of a regulated
laboratory’s operation:

Security of electronic records
Attribution of work

Electronic signatures (if used)

Security

Security can be interpreted as “the right people, having the
right access, to the right information.” Regulated organizations
must be able to both verify the identity of system users,

and limit system access to trained, authorized individuals
(11.10(d), (i) and (g); 11.100(b)). Because laboratory staff have
different responsibilities based on their job assignments, data
access must be segregated and defined such that certain
users have certain types of access to certain data sets, while
potentially having different access to other data sets.

“Separation of duty, as a security principle, has as its
primary objective the prevention of fraud and errors.
This objective is achieved by disseminating the tasks

and associated privileges for a specific business
process among multiple users.”

Botha, Eloff, IBM Systems Journal (7)

Attribution of work

Attribution of work refers to documenting the “who, what,
when, where, and why” of work performed. Automated audit
trails independently record users’ actions, thus connecting
laboratory staff to the work they perform. Audit trail entries
enable staff and regulatory inspectors to reconstruct the
complete history of an electronic record.

+  Who: Clearly identifies the person responsible for the
particular action that creates, modifies, or deletes a
record.

+  What: Is the action that took place, including, if applicable,
the old value and the new value contained in the record.

*  When: Unambiguously declares the date and time the
action took place.

*  Where: Clearly identifies the impacted record.

*  Why: Explains the reason for a change to a regulated
record. The reason is often selected from a list of
pre-defined reasons to provide consistency and to enable
searching and sorting of entries.

eSignatures

While 21 CFR Part 11 does not require the use of eSignatures,
it does provide regulations for when they are used. In this
case, the system must ensure that eSignatures:

Are irrevocably linked to their respective records

Show the full name of the signer, date, and time, as well
as the meaning of, or reason for, the signature (such as
review, approval, responsibility, or authorship)

Are present whenever the signed records are displayed
or printed

Appendix 1. Satisfying the Requirements
Set Forth in US FDA Title 21 CFR Part

11 and Related Global Regulations
Using Agilent ICP Expert 21 CFR Part 11
software

Appendix 1 table notes

Column one

The table addresses 21 CFR Part 11 requirements in the order
that they are presented in the US FDA reference document. (2)
Related requirements such as those found in EU Annex 11 (3)
follow each section of Part 11.

Column two

For completeness, column two lists all requirements of
271 CFR Part 11 and other related global requirements.
“System” refers to the analytical system used to acquire
and process data.

Most requirements are fulfilled by either technical controls
(that is, software functionality) or procedural controls

(that is, SOPs). Technical controls are controls provided

by the software and, therefore, the software supplier,

while procedural controls are the responsibility of the user
organization. 21 CFR Part 11 requirements listed in bold are
requirements addressed by technical controls. Other global
requirements are listed in regular font. Requirements that
must be addressed by procedural controls are listed in blue.

Column three

Some requirements involve both technical and procedural
controls. Responsibilities for each requirement are listed in
column three. “S" refers to an analytical system supplier. “U”
refers to the user organization. Rows containing requirements
that must be exclusively addressed by the user organization
are shown in blue. Blue may also indicate technical controls
the user will be responsible to implement.



Column four

If available, and where appropriate, related global
requirements and comments are provided in column four.

Column five

Column six

Column six explains how the regulatory requirement can
be satisfied using the technical controls provided by ICP

Expert with SCM/SDA. Column six also provides additional
recommendations for the user organization when relevant.

Column five indicates with a “yes” or “"no” whether the
requirement can be satisfied using the technical controls
provided in ICP Expert with SCM/SDA. N/A is not applicable

to the software.

1. Validation

. . If yes, how, specifically, is the
PR Requirement S,U Othistiassocidtedireguiations Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
Agilent Technologies has extensively
verified the performance of Agilent ICP
Expert with SCM/SDA and the software is
Required by all regulations. accompanied by a Declaration of Software
. . o Quiality. This declaration does not release
This is a typical example of shared responsibility between - )
’ T : the user organization from their regulatory
the system supplier and the user organization. While the S . .
ation h i ibil responsibilities to validate computerized
user organization has ultimate responsibility systems for their intended use using tests
for validation, some tasks can only be done, and must be that evaluate accuracy, reliability, and
delivered, by the software supplier, for example, validation consistent performance. However, t The
1.1 Is the system validated activities during development and related documentation. user organization is required to validate their
to ensure accuracy, reliability, E RS analytical systems according to regulatory
Part 11 consistent intended . HRY Ve expectations.
11.10(a) performance, and the ability ’ BT =EATENUL REEM 20T, WYX R AT ) )
. . . i s T I AR i 4 A Z g fb With respect to ICP Expert with SCM/SDA,
to discern invalid or altered i, ARG LR BRI AR AN R e srequlated <" are:
records? B NT RGN, TORMPA RS (NTRHENIL) #7 reguiated records are:
BT 7 B MR AN IE N 21— 43 Methods files
BHERR . Results files
KRN RS ZRT, N 4X RGP Tl Associated audit trails
S ¥ N2 NFaviz b4 N7 ki ERZ S
B, JFIIARST LIS, i SRS Electronic signatures
R NLRGH, WRAWDRSE (NTFHEN) FAT
BT 77 A E A AN HE R A ) — 3 43 : Result reports
ICP Expert with SCM/SDA can detect invalid
or altered files, and the user will be not be
able to open the files.
lificati f infrastruct h
eyt | 121 nfastructure y | Annexitprinciples W | sowers andnetworke, s he responsi
qualified? Brazil GMP 577 o P Y
of the user organization.




2. Accurate copies and secure retention and retrieval of records

If yes, how, specifically, is the

PR Requirement S,U il G s Yes/No |requirement satisfied? If no, what is the
and others and comments )
recommendation to users?
The system can generate accurate and
complete copies of all records. Specifically,
all method and result files generated by ICP
Expert are stored in a secure database within
R SDA as complete files in the original format.
2.1 Is the system capable ik Records are available printed on paper or
Part 11 of generating accurate and s EA I LA P E AR, B MR LSRR Ves electronically as a PDF file. The result file that
11.10(b) F:o[r)n[:lr]e:]e copies o; r:z)zlzords () KL T E A, AR H TR 4 RS T mc(ljl.Jtdtes'lthe eleitro'r:;c rf;:'orttj., data, Zwethod,
in both human readable I R R 5 B S audi ra! , opera or identification, an
electronic signatures can be loaded at any
time using the ICP Expert software on a client
PC, as a copy of the original data for review
or inspection by the FDA. “Printed” reports
are traceable to the original electronic files.
2.2 Is it possible to obtain . ) .
. . A printout representing the electronic record
clear printed copies of Annex 11.8.1 o )
Annex 11 . S . Yes is printable on paper as well as electronically
electronically stored Brazil GMP 583 )
as a PDF file.
e-records?
Brazil 585.2
BHERSR
. L TN . While the process of backing up data, and
LKL A I, 43 e L XK
2.3 Are there controls to IR TRUR N L RERT, S8 LT 2R maintenance of the data is the responsibility
Brazil ensure that the data backup, (=) NYESTEEAS - SR R R, EIEEEE | Yes of the user organization, the SCM/SDA is
retrieving, and By, DARAP A IR AR R T o A (3 R 1 24 i A2 53 designed to allow back up of all relevant
ONEUE S ARRHRL,  PRAFI TR 2 R AR files.
KT
S IR FRATZER
All raw data, metadata, and result data
generated by ICP Expert is stored in a
protected location in the SDA database.
2.4 Does the system protect Once stored, records are protected against
Part 11 records to enable their modification or deletion. Records can
11.10(c) accurate and ready retrieval | S,U | China GMP 163 be retrieved at any time by a user with
' throughout the records the appropriate access privilege to the
retention period? application. Physical security (control
of physical access to workstations and
servers) is the responsibility of the user
organization.
2.5 Are data checked during ) - -
the archiving period for It is the responsibility of the user organization
Annex 11 . gp . U Annex 11.17 N/A to ensure data are checked during archival
accessibility, readability, and - - . .
) ) for accessibility, readability, and integrity.
integrity?
2.6 If rel t ch
relevani changes The system is designed to read data from
are made to the system . .
(for example, computer earlier versions of ICP Expert. The user
Annex 11 Pie, P S,U | Annex 11.17 Yes organization is responsible for ensuring

equipment or programs),
is the ability to retrieve the
data ensured and tested?

readability of this data during their
implementation and validation processes.




2. Accurate copies and secure retention and retrieval of records, Continued

If yes, how, specifically, is the

PR Requirement S,U il G s Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
Annex 11.7.1
Brazil GMP 584
BLTERSR
BT RGN M LA CIE LW NE, BT IRSMRBEIR T,
fay o 27 g All raw data, metadata, and result data
2.7 Are data secured by FLERSR i
Annex 11 both physical and electronic | S,U L] K 3 K M ] i3 Yes generated by the system are stored in a
meanps Z ainst damaqe? ' ST IUR DAL ROy AR, R 2302 DU 20K protected location. Physical security is the
g g¢? (=) AR BT RIEAR R 24, LABT I responsibility of the user organization.
WOEECRAMYARE . HE IS TR MRS A 4 H
(m
TR R I, B 2R BT A iR A Ty (r) 4
AR .
2.8 Are there controls
impl. ted that all
implemente ‘a arow All raw data and the associated audit trails
Clinical the reconstruction of the are maintained in secure storage to allow
. electronic source/raw S Clinical Computer Guide F2 FDA Q&As Yes ) 9
guide ) i reconstruction of laboratory test results as
documentation for FDA's
. . needed.
review of the (clinical) study
and laboratory test results?
2.9 Does the information
rovided to FDA full
provi . . _y It is the responsibility of the user organization
- describe and explain how )
Clinical . ) to describe how source/raw data were
. source/raw data were U Clinical Computer Guide F2 FDA Q&As N/A ] .
guide ) obtained and managed, and how electronic
obtained and managed, and
) records were used to capture data.
how electronic records were
used to capture data?
Annex 11.7.1 . . . -
2.10 Does the system allow China GMP 163 While backing up data is the responsibility of
Annex 11 performing regular backups S Brazil GMP 585 Yes the user organization, the system is designed
5 )
of all relevant data? Part 211,68 b to allow backup of all relevant files.
2.11 Isthei i
s the integrity and Annex 11.7.2 It is the responsibility of the user organization
accuracy of backup data . . .
. China GMP 163 to ensure the integrity and accuracy of
Annex 11 and the ability to restore the | U ) N/A )
i Brazil GMP 585 backed-up data, and to check, validate and
data checked, validated, and . .
. - Part 211,68 b monitor restored data periodically.
monitored periodically?
2.12 Are procedures and
.p Electronic records generated by the
controls in place to prevent - .
. ; application are stored in a protected format
. the altering, browsing,
Clinical Lerving. or renorting of data that cannot be accessed by other software
Computer querying, P 9 SuU Clinical Computer Guide E Yes applications. If such a record is altered
) through external software o
Guide o through another application, it will be
applications that do not .
. detected by the system when trying to read
enter through the protective
the record.
system software?
2.13 Are there controls
implemented to prevent, Agilent has tested ICP Expert with SCM/
Clinical detect, and mitigate effects SDA in conjunction with industry standard
Computer | of computer viruses, worms, | SU Clinical Computer Guide F Yes antivirus applications. However, it is the
Guide or other potentially harmful responsibility of the user organization to

software code on study data
and software?

implement antivirus software.




3. Authorized access to systems, functions, and data

Part 11
and others

Requirement

S,U

Other associated regulations
and comments

Yes/No

If yes, how, specifically, is the
requirement satisfied? If no, what is the
recommendation to users?

Part 11
11.10(d)

3.1 Is system access limited
to authorized persons?

S,uU

China GMP 183 163
Brazil GMP 579, ICH Q7.5.43

Yes

The system has restricted access only
available for users who have been explicitly
added by the system administrators,

and can be altered or revoked by that
administrator at any time. Each user is
identified by a unique user identification
(ID) and password combination. Access to
the system is dependent on a user entering
a valid and unique combination of user
identification and password.

3.2 Is each user clearly
identified, for example,
through his/her own user ID
and Password?

S, U

Several Warning Letters

Yes

Each user is identified by a unique ID and
password combination. Entry of both is
required to access the system.

Clinical

3.3 Are there controls to
maintain a cumulative
record that indicates, for any
point in time, the names of
authorized personnel, their
titles, and a description of
their access privileges?

S,uU

Clinical Computer Guide 4

Yes

The SCM records user details such as

full name, description/title, and access
privileges. Access privileges are set in the
SCM, and any changes are recorded in

the activity log. Reports are available that
show users’ privileges. These reports are
useful for organizations required to perform
periodic security reviews.




4. Electronic audit trail

If yes, how, specifically, is the

Part 11 Requirement S, U = L Yes/No |requirement satisfied? If no, what is the
and others and comments X

recommendation to users?

All actions relating to creation, deletion

or modification are recorded in secure,

computer-generated, time-stamped audit

trails. This audit trail lists all modifications
which have occurred, as well as the
identification of the user who made them,

the time at which they were made, and a

reason for the change if applicable. Entries

in the audit trail are user-independent, and

cannot be modified or deleted. Audit trails are
created for all method and result files. New
audit trail entries are recorded in addition to

China GMP 163 previc.)L{s enFrifes, with previous entries alwa.ys

4.1 Is there a secure, remaining visible to the user. Separate audit
computer-generated, BHERS trails are available for the ICP Expert and the
patq | o stamped audi il o - PN R0 A S IA IR A SCM applications.
1;”1 0 'dn tepen d fn y ricor te S e WAZERAG, MBS RS, ZxE Yes 1. SCM Audit Trails: The SCM audit trails
10(e) ate_ an limet(') opf}:ator A B A SRS B R A I 2 e e, TR 24 e s ek record user access to the system
e o o BT . SRR PSR, % e STHUL R as well as any changes made by the
create, nr10 Ty, or delete G, — MR TR EE R, F TSR A R A RS system administrator within the SCM.
electronic records? R .

Ko The recorded activities include items
such as file save events, application
logon or logoff, and electronic
signatures as well as any changes
to user accounts or privileges and
profiles. The SCM audit trails can be
archived and retrieved at any time.

2. ICP Expert Audit Trail: The application
has audit trails for both the result and
method files. Results files contain
all data collection, analysis, and
instrument/user parameters within its
audit trail log.

Th it trail incl h rator,

4.2 Does the audit trail FDA 21 CFF 58.130 anj z:f:;fat'h; shiiesetaigf:eang‘o ‘::t:n g
FDA GLP record who has made which | S Clinical Computer Guide 2 Yes 9 "
. after values, together with why the change
changes, when and why? Clinical Source Data 3
was made.
When changes to an application file occur,
4.3 Can the system generate ) g ; p.p.
) N an entry in the audit trail is generated
printouts indicating if any . . X
documenting that the original file has
Annex 11 of the e-records have been S Annex 11, 8.2 Yes .
. L been changed, the time and date, and the
changed since the original . .
entry? operator. The audit trail can be viewed and
’ printed from within the application.
4.4 Does the audit trail
include any modifications Methods have full audit trails, including the
FDA GMP v S | Part211.1948b Yes S neucing
to an established method reason for any method modification.
employed in testing?
4.5 Do such records
include the reason for the
modification?
4.6 Is the audit trail function . L
configured to be always on Generation of the audit trail is computer
9 Y Su Warning Letter Yes generated, always on, and automatically

and can it not be switched
off by system users?

saved with the relevant application file.




4. Electronic audit trail, Continued

If yes, how, specifically, is the

Part 11 Requirement S, U = L Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
It is possible to view the audit trail of an
4.7 s audit trail available in a elfectronic rec':ord at' a?ny time by a 'user
Annex 11 generally intelligible form for | S Annex 11,9 Yes W|th‘app‘ropr|ate pr|V|Iege§ and. u5|r.lg the
reqular review? éppllcatlon software. Audit tr:’:?l| review
is a manual process and requires user
organization to establish these procedures.
4.8 Can audit trail contents Audit trail contents are nonconfigurable
be configured such that and noneditable by the user. Within the
only relevant activities are 3 Implicitly required by Annex 11 and many warning letters Yes SCM, system audit trail content can be
recorded for realistic and related to review of audit trail. filtered prior to displaying its contents to
meaningful review of audit address user preferences for reviewing the
trail information? information.
Previously recorded information is saved
with a unique filename associated with only
that electronic record. Any subsequent
Part 11 4.9 Is previously recorded changes can be given a unique filename for
11.10(e) information left unchanged S Yes the electronic record and will not change
when records are changed? the previously recorded information and will
appear in the audit trail. Alternatively, the
existing file can be appended, and the audit
trail will detail the changes made.
4.10 Is audit trail
Part 11 documentation retained for The audit trail is automatically saved with
11.10(e) a period at least as long as Su Yes the associated electronic record and cannot
that required for the subject be separated from it.
electronic record?
Part 11 4.11 Is audit trail available
for review and copying by S Yes Audit trails can be reviewed and printed.
11.10(e)
the FDA?
4.12 Is it possible to
obtain clear printed copies
Annex 11 of electronically stored S Annex 11, 8.1 Yes Audit trails can be reviewed and printed.

e-records (for example,
e-audit trail?)




5. Operational and device checks

Part 11
and others

Requirement

S, U

Other associated regulations
and comments

Yes/No

If yes, how, specifically, is the
requirement satisfied? If no, what is the
recommendation to users?

Part 11
11.10(f)

5.1 Are there operational
system checks to enforce
permitted sequencing of
steps and events, if required?

Yes

When a sequencing of events is required,
system checks enforce it.

If only approved methods are to be used in
QA/QC, this can be achieved by restricting
user access to the approved methods stored
in the SDA database or by E-signing the file
and preventing further modification.

Within ICP Expert, sequencing of events are
enforced with regards to electronic records
in that the software ensures that required
settings and facilities are available before

allowing data to be collected and analyzed,
or ensuring files are saved before the
application is closed.

All events within the system are ordered and
time stamped within the audit trail.

Part 11
11.10(g)

5.2 Are there authority
checks to ensure that only
authorized individuals

can use the system,
electronically sign a record,
access the operation or
computer system input or
output device, alter a record,
or perform the operation

at hand?

Part 211,68 b

Yes

Users cannot gain access to ICP Expert
or to SCM without a valid user ID and
password. To access SDA the user must
be an Administrator and added to the SDA
Administrators group. Only a successful
logon to the system offers access to

files and general software functionality,
spectrophotometric software functions

or archival and approval functionality.
This applies at application initiation, after
every inactivity timeout or manual lock,
electronic signature or stopping a collection.
User access to specific functionality in
the software is further restricted by the
privileges assigned to the individual user.

The system supports configurable user roles
that control system access at a detailed level.

Upon entry of a user ID and password, the
system checks the user ID, password, group
and project and whether the given password
is valid and in accordance with the defined
account policies and password settings.

5.3 Is the system designed
to record the identity of
operators entering, changing,
confirming or deleting data
including date and time?

Annex 11,12.4

Yes

The identity of operators taking action in the
system is recorded in the both the audit trail
and activity log.

Part 11
11.10(h)

5.4 Does the system allow
device checks to determine,
as appropriate, the validity of
the source of data input or
operational instruction?

There are two equally valid interpretations of this
requirement. Systems should be designed such that:
Proper communication is confirmed between the computer
and the “source” of data input (that is, the instrument) prior
to transmission of instructions to or data from the “source.”
Regulated records created by the system must
unambiguously indicate the “source” of the data (that is,
which instrument or component generated the data.)

Yes

1. The system is designed to continually
ensure a valid connection between
the instrument and the computer
workstation.

2. The system recognizes instrument
models and serial numbers and records
these in the audit trail as the data source.

3. Qualification of the software must be
executed to ensure that the device and
software are functioning correctly.




5. Operational and device checks, Continued

If yes, how, specifically, is the

Part 11 Requirement S,U (ST EERET e [ e Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
It is the responsibility of the user
5.5 Is there documented organization to maintain documented
evidence that persons who evidence that the persons who develop,
develop, maintain, or use maintain, or use electronic record and
Part 11 electronic record/electronic | | China GMP 18 A electronic signature systems have the
11.10(j) signature systems have Brazil 571 education, training, and experience needed
the education, training, and to perform these tasks.
experience to perform their Relevant Agilent Technologies employees
assigned tasks? have received training in relevant aspects of
data integrity.
5.6 Is there a written policy
that holds individuals It is the responsibility of the user
Part 11 accountable and responsible organization to establish a written policy
11.10() for actions initiated under u N/A (SOP) that holds staff responsible for the
’ their electronic signatures, actions initiated under their electronic
in order to determine record signatures.
and signature falsification?
5.7 Have employees been U China GMP 18 N/A It is the responsibility of the user
trained on this procedure? Brazil 571 organization to train their staff.
5.8 Are there appropriate
controls over systems
documentation, including:
1. Adequate controls
over the distribution
It is the responsibility of the user
of, access to, and use China GMP 167 ere p Y'
of documentation for organization to establish systems
system operation and BHERS documentation.
Part 11 maintenance? U S SRS A R RGO N/A Agilent Technologies’ quality processes
11.10(k) 9 Revision and change BTN, TR | RN E R . OO AT include written formal revision and
control procedures SRR TAERR. HHG. 2AEREAT . s change control processes for provided
to maintain an audit P SI FAE , D f 5 R AT documentation. All revisions of
trail that documents documentation are kept.
time-sequenced
development
and modification
of systems
documentation?
5.9 Are there revision and BHERS
change control procedures N . - . . ; N
o magintain an apudit traL:I that AT ENUL R G285 N AR TIUE 1 3R E R Agilent maintains development and
Part 11 documents time-sequenced | S.U 1T, BRUERRER YRR TRAE . B0UE. W, AR SEdssE Ves testing documentation for ICP Expert 21
11.10(i) q ’ FEHE. WWENM RGN T, NAZM T BN RS CFR Part 11 software. Upon request, this

development and
modification of system
documentation?

HRTHEA AR, ZHE AL . FEAH
N4 L B IE

documentation is available for user review.




6. Data integrity, date and time accuracy

. . If yes, how, specifically, is the
Part 11 Requirement S,U (ST EERET e [ e Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
6.1 Do computerized
systems that exchange data
electronically with other . . -
K . There is no such implementation in the
Annex 11 systems include appropriate | S Annex 11.5 N/A
I system.
built-in checks for the
correct and secure entry and
processing of data?
Annex 11-6
Brazil GMP 580
6.2 Is there an additional ICHQ7-5.45
check on the accuracy of e
Y B RG . . o
Annex 11 the data? su N/A There is no such implementation in the
(This check may be done ’ BT TLA Y N T AR (B Rk E A TP A system.
by a second operator or by BHYERFIALS) | BYE R AR A R H e . X
validated electronic means.) NERZF AR SO E A GUERL, SR TG RAER B
Jiae WER, RGN YRCEEZIIRE, WA AR
BRI AR AL F I AR A IE A o
Clinical 6.3 Are controls established
This i fi i Il h
Computer | to ensure that the system'’s S,U | Clinical Computer Guide D.3 Yes s |s.con igured in and controlled by the
) ) operating system.
Guide date and time are correct?
6.4 Can date or time
- only be changed by . .
Clinical ) The time and date settings can only be
authorized personnel, and - . . : :
Computer | . - S Clinical Computer Guide D.3 Yes changed in the operating system settings
. is such personnel notified o
Guide . . by a system administrator.
if a system date or time
discrepancy is detected?
6.5 Are time stamps with a
Clinical clear understanding of the Time stamps are performed usin
Computer | time zone reference used S,U | Clinical Computer Guide D.3 Yes ) P p' 9
) ) Greenwich Mean Time (GMT).
Guide | implemented for systems that
span different time zones?

7. Control for open systems (only applicable for open systems)

If yes, how, specifically, is the

I Requirement S, U e (R s Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
7.1 Are there procedures and
controls designed to ensure
th thenticity, integrity, . .
© authenticr y(|n earity The system is not intended to be deployed
Part 11 and, as appropriate, the B .
) - ) SuU N/A as an “open” system as per 21 CFR Part
11.30 confidentiality of electronic 11.3(6) (9)
records from the point of ’ :
their creation to the point of
their receipt?
7.2 Are there additional
measures such as
document encryption and
Part 11 use of appropriate digital The system is not intended to be deployed
11.30 signature standards to S N/A as an “open” system as per 21 CFR Part

ensure, as necessary under
the circumstances, record
authenticity, integrity, and
confidentiality?

11.3(b) (9).

11




8. Electronic signatures — signature manifestation and signature/record linking

If yes, how, specifically, is the

Part 11 Requirement S, U e L Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
8.1 When electronic
signatures are used, do The user organization must establish the
they have the same impact Annex 11.14 legal impact of electronic signatures.
as handwritten signatures ICH Q7.6.18 ) Iy linked to thei
within the boundaries of the -6. Slgnatu.res are perman.enty |n. ed to their
Annex 11 company? suU RS RS Yes respective records, which can include the
PR . R PR e s final report. Signed electronic records
Are they permanently linked ﬂf: j‘ K FE?‘#(T):.: D/J Ll7r‘<)-H RFREARTT, A show the name of the signer, and date and
to their respective record? GEHE N A A R R time the signature was executed, and the
Do they include the time and meaning of the signature.
date that they were applied?
8.2 Do signed electronic
records contain information ICP Expert method and result files can
associated with the signing be electronically signed and approved by
that clearly indicates all of users assigned Approval privileges. The
the following: application produces a report that indicates:
1. The printed name of 1. The full name of the signer
Part 11 the signer? 2. The date and time the signature was
1150(a) |2 Thedate ar'1d time Yes executed
when the signature 3. Acomment that is compulsorily
was executed? entered to indicate the reason for the
3. The meaning (such signature. The type of Approval is also
as review, approval, provided.
responsibility, or Al signatures are saved with the method
authorship) associated and result file.
with the signature?
8.3 Are the items identified
in paragraphs (a)(1), (a)(2),
and (a)(3) of this section
subject to the same controls Electronic signatures will appear in the ICP
Part 11 as for electronic records and Expert audit trail and results report which
. S Yes R .
11.50 (b) are they included as part of can be both displayed electronically and
any human readable form of printed.
the electronic record (such
as electronic display or
printout)?
8.4 Are electronic signatures . .
) ) Electronic signatures require a system
and handwritten signatures ;
) . ) checked user ID and password. Electronic
linked to their respective . )
. signatures are embedded in the method or
electronic records to ensure )
Part 11 ; result file, and cannot be transferred from
that the signatures cannot be | S Yes ) )
11.70 ) . ) one record or file to another. An automatic
excised, copied, or otherwise . L . .
. entry appears in the application audit trail,
transferred to falsify an o . .
: . which is always saved with the electronic
electronic record by ordinary
record.
means?
8.5 Is there a user specific
automatic inactivity
Part 11 discon‘rject m:—zasure thét Part 11 Preamble Autorr‘mti(‘: session I9cking e-nables the u§er
would “de-log” the user if S . Yes organization to configure a time after which
Preamble section 124

no entries or actions were
taken within a fixed short
timeframe?

the user is automatically logged out.




9. Electronic signatures general requirements and signature components and controls

If yes, how, specifically, is the

Part 11 Requirement S,U (ST EERET e [ e Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
The ICP Expert signature employs two
distinct identifications components: unique
9.1 Is each electronic user ID and password. Each user has a
signature unique to one unique login and a unique signature that
??:33(3) individual and not reused SU Yes cannot be used by another user.
by, or reassigned to, anyone It is the responsibility of the user
else? organization to verify that staff using
electronic signatures meet these
requirements.
9.2 Does the organization It is the responsibility of the user
verify the identity of the organization to verify the identity of staff
Part 11 individual before the u N/A before it establishes, assigns, certifies,
11.100(b) | organization establishes, or otherwise sanctions an individual's
assigns, certifies, or electronic signature, or any element of such
otherwise sanctions an electronic signature.
9.3 Are persons using
electronic signatures,
prior to or at the time of
such use, certified to the
agency that the electronic
signatures in their system,
used on or after August 20,
1997, are intended to be the
legally binding equivalent It is the responsibility of the user
bart 11 Of traditional handwritten U A organization to verify that staff using
signatures? electronic signatures meet these
9.4 Do persons using requirements.
electronic signatures, upon
agency request, provide
additional certification or
testimony that a specific
electronic signature is the
legally binding equivalent
of the signer’s handwritten
signature?
9.5 Do electronic signatures
that are not based upon The ICP Expert signature employs two
Part 11 biometrics employ at least distinct identifications components: unique
11.200(a) | two distinct identification S U Yes user ID and password. Each user has a
(1) components such as an unique login and a unique signature that
identification code and cannot be used by another user.
password?
9.6 When an individual
executes a series of signings
Part 11 during a single, continuous Both identification (user identification) and
11.200(a) | period of controlled system S Yes password are required to make all electronic
(1) (i) access, is the first signing signatures.

executed using all electronic
signature components?
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9. Electronic signatures general requirements and signature components and controls,

Continued
. . If yes, how, specifically, is the
Part 11 Requirement S, U = L Yes/No re:;uirement Fs’atisfied‘;llf no, what is the
and others and comments X
recommendation to users?
9.7 When an individual
executes a series of signings
during a single, continuous
period of controlled system
Part 11 access, are subsequent Both identification (user identification) and
11.200(a) | signings executed using S Yes password are required to make all electronic
(1) (i) at least one electronic signatures.
signature component that
is only executable by, and
designed to be used only by,
the individual?
9.8 When an individual
executes one or more
signings not performed
Part 11 during a single, continuous Both identification (user identification) and
11.200(a) | period of controlled system S Yes password are required to make all electronic
(1) (i) access, is each signing signatures.
executed using all of
the electronic signature
components?
ICP Expert used with the SCM/SDA can
be configured so that an administrator
assigns an initial password to a user for a
9.9 Are controls in place new account or forgotten password, but the
Part 11 t‘? ensure that electronic user is required to change that password on
11.200(a) signatures that are not s Yes their first login. In this way, the user ID and
@ based upon b|0n.1etr|cs.are password combination is known only to the
used only by their genuine individual. No two users can have the same
owners? user ID/password combination.
Both identification (user identification) and
password.
ICP Expert used with the SCM/SDA can
be configured so that an administrator
9.10 Are the electronic assigns an initial password to a user for a
signatures be administered new account or forgotten password, but the
and executed to ensure user is required to change that password on
Part 11 that attempted use of their first login. In this way, the user ID and
11.200(a) | an individual’s electronic S,u Yes password combination is known only to the
©)} signature by anyone other individual. No two users can have the same
than its genuine owner user ID and password combination.
requires collaboration of two Misuse of electronic signatures by anyone
or more individuals? other than the owner would require
intentional cooperation of a user and the
System Administrator.
9.11 Are electronic
signatures based upon
Part 11 biometrics designed to s N/A Biometric signatures are not available with
11.200(b) | ensure that they cannot be this system.

used by anyone other than
their genuine owners?




10. Controls for identification codes and passwords

If yes, how, specifically, is the

Part 11 Requirement S,U (ST EERET e [ e Yes/No |requirement satisfied? If no, what is the
and others and comments recommendation to users?
10.1 Are controls in place to
maintain the uniqueness of
each combined identification
Part 11 code and password, such S U Yes Each user in the system must be unique
11.300(a) | that no two individuals have ’ and assigned to a specific user account.
the same combination of
identification code and
password?
::j‘igfec:‘r::?;::iz:f;?on All aspects of passw9rd ad'ministration,
code and password issuance su‘ch as password aging, h|§tory, and -
Part 11 iodically checked su Yes minimum length can be designated within
11.300(b) ?er:a'::gcljoolrcraev);sed (for ’ ’ the SCM. The user organization should
examplt-;-, to cover such configure pas-sword expiration based on a
events as password aging)? documented risk assessment.
10.3 Are there procedures
to electronically deauthorize RS
lost, stolen, missing, or , A
otherwise potentially 85T PSRRI A BRI R R RV T A BT 0 26
compromised tokens, cards, 7\ SN PNEE PN e ’/J T}M—! AR .
Part 11 and other devices that bear 0 ,}\ Z‘ 5 ARSI 7 4 "d[ﬁﬁ")\ﬁ I A It is the responsibility of the user
11.300(c) | or generate identification v T /M R s BACEE, LR NS L / organization to establish these procedures.
code or password o WEERT, 4% R RGREIC AL T A B A Lﬂﬂ
information, and to issue REH ﬁﬁ T RGH S, ToSEEA R 7Y,
temporary or permanent IREA TR 3 FAOR IDFA AR YRR B T, W\u‘L/\
replacements using suitable, ALV AT A ST REAE ATERAE
rigorous controls?
10.4 Are there transaction It is the responsibility of the user
safeguards inrf)lalce :10 FHERSR organization to establish these transaction
e o 35 IR SO A\ LA LR I 2T A BT . b safeguards.
identification codes, RV B AN BRI FBEA 'f?'éﬂjl’f)i k. HEFR. Only the user knows their user ID and
Part 11 and to detect and report in A NEERG FORR IR TSNS TR0 N 24 5tk AR AL password. Passwords are always displayed
11.300(d) | an immediate and urgent u JE}%’J LJ‘f/l‘f"‘i)r% BOH RAARE ) DL AR AN N R AR N/A as asterisks and are stored encrypted so
manner any attempts at o MBI T L RS RIS AR VT AT YA DL A {HJ that even an administrator cannot see them.
their unauthorized use to the a’\fll']m e MTREBGHE, LA =S 1, All attempts to access the system including
system security unit, and, as MEAT W’FT ¥ . liEPS 1@3%4\77&4&1 KV TR, frm- both successful and unsuccessful logon
appropriate, to organizational ZVFRI N GOT REE A THRAE. attempts are recorded in the SCM System
management? Audit Trail.
It is the responsibility of the user
10.5 Are there controls for organization to establish controls to test
initial and periodic testing devices initially as well as periodically to
of devices, such as tokens ensure they function properly and have not
or cards, that bear or been altered in an unauthorized manner.
Part 11 generate identification code U N/A The SCM user policy can be configured
11.300(e) | or password information to so that a defined number of unauthorized

ensure that they function
properly and have not been
altered in an unauthorized
manner?

access attempts locks out the user account.
All attempts to access the system including
both successful and unsuccessful logon
attempts are recorded in the SCM System
Audit Trail.
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11. System development and support

If yes, how, specifically, is the

Part 11 Requirement S, U e L Yes/No |requirement satisfied? If no, what is the
and others and comments X
recommendation to users?
Annex 11 4.5
Brazil GMP 577
GAMP
This is a shared responsibility between the system supplier
11.1 Has the software or and the user organization. ICP Expert 21 CFR Part 11 software is
Annex 11 system been developed in S,U | The user should require the supplier to provide documented | Yes developed within the ISO 9001 Quality
accordance with evidence that software is developed within the framework of Management Standard.
a quality management system (QMS).
gl
Al 24 BEAE HRAL S LR TR T s () R A T S R S
o
Brazil GMP 589
This is a shared responsibility between the system supplier
11.2 Is there a formal and the user organization. The supplier must have such an
agreement when the agreement with the subcontractor, and the user must verify
software supplier isi
. W . that the agreement is in place. Agilent requires formal agreements with
Brazil subcontracts software and S, U P )
; ) o EE all suppliers.
maintenance services. Does
the agreement include the BV G Al 1 T RATLG RGN T I B, A R
contractor’s responsibilities? FIBRVERIRE . BER RER AL MRS (nedé. i
BOER BIE. 4P, BERATESE) Al S U R
ZATIERCHML, WA 54T
11.3 For outsourced
(development and support)
ICH Q10 activities, is there a written s.U ICHQ10, 2.7 ¢ N/A Agiler?t requires formal agreements with all
agreement between the suppliers.
contract giver and contract
acceptor?
11.4 Are the responsibilities
and communication
rocesses for quality related Agilent defines responsibilities of all
IcHQio | Pro°es quattty S,U | IcHQ10,2.7¢ N/A arer P
activities of the involved suppliers.
parties (contractors)
defined?
This is a shared responsibility between the system supplier
and the user organization. The supplier must ensure its
staff are trained, and the user should have assurance, for
example, through audits, that software developers are
trained and that this training is documented.
Part 11 11.51s perst?nnel developing B AR In acj'cordance \'Ni.lh 1SO 9001:2015 Agi.le.nt
11.10() and supporting software S, U Yes has internal training standards and training

trained?

SBIHAH RN RGN "G R RS RS,
UNSE. ZEd AR B AISRRYERAERRT A S (AR
Rumale. AR P RGN RER AR,
72 He ST I G RIS B o g PRAE 2 Ik A B,
XS RGN B S0IE. L ANEI T T TR
T T

job matriciesmatrices by job family and role.
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